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2 St dung GnuPG

1 Gidi thiéu

GNU Privacy Guard (GnuPG) 1a cdng cu dung dé luu trit an toan dif liéu va thong tin. N6
cling dudc dung dé€ ma hoa dif liéu va tao chit ki s6. GnuPG tuén theo chuin OpenPGP,
nhu vy né tucng thich véi PGP (NAI, Inc.). GnuPG dudc phat hanh dudi gidy phép GPL.
GnuPG c6 thé hoat dong trén nhiéu moi truong: GNU/Linux, FreeBSD, OpenBSD,
NetBSD, Windows 95/98/ME/NT/2000/XP, MacOS X....

Ban m&i nhét cia tai liéu ndy ¢ thé dude tim thay & http://labang.sourceforge.net.

2 Cai dit

Hau hét c4c ban phan phdi Linux déu cé g6i GnuPG dudc dong sdn. Néu mudn bién dich
tf nguodn, c6 thé tai géi ngudn xudng t trang chii ctia GnuPG tai http://www.gnupg.org/,
gidi nén va chay lan ludt cac 1énh

./configure
make

make install

C6 thé xem céc tuy chon ciu hinh v6i 1énh . /configure --help.

Trén Windows, c¢6 thé gidi nén vao c: \gnupg; néu cai dit vao mot thu muc khong phai
c:\gnupg, can thay ddi cac dudng dan trong tip tin gnupg-w32.reg (b%lng Notepad
chang han), rdi chay 1énh

start c:\duong\dén\gnupg-w32.reg

Sau d6 can thém thu muc cai dit GnuPG (c: \gnupg hoic ndi da chon khic) vao bién
moi truong PATH: trén Windows 95/98/ME bién tip tdp tin c:\autoexec.bat (cac
duong dan cach nhau bﬁng diu ;), trén Windows NT/2000/XP vao Control Panel —>
System Properties —> Advanced tab —> Environment Variables —> System variables.

3 Khoa cong cong va khoa ca nhan

M&i ngudi dung c6 mét cip khoa gom khod cd nhén (private key) va khod cong cong
(public key). Khod c4 nhan can dudc giit bi mat; con khod cong cdng c6 thé dudc dua
cho ngudi can lién lac. Mot tai liéu (vin ban hodc nhi phin) ¢ thé dudc ma hoa véi bat
cti khoa nao trong hai khoa d6 va dudc giai ma véi khod kia. Vi du, A mubn giii cho B
mot tai lidu, A sé& dung khoa cong cong ctia B d€ ma ho4; khi nhén, B s& ding khoa c4
nhén ctia minh d€ giai ma va khong ai khac c6 thé gidi ma. O trudng hop khac, B mudn
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bio dam 1a tai lidu dugc gui tit A, A s& ding khoa c4 nhan ctia minh dé ma hoa hoic ki
tai liéu va B sé diing khod cong cdng clia A d&€ md tai liéu ho#ic x4c nhin chit ki.

4 Tao cap khoa

gpg —--gen-key

Qua trinh tao khod s& dua ra mot s6 cau hdi. Loai cdp khod nén ding mic dinh (khoa
chi ki DSA - khoa chinh, va kho4 ma ho4 ElGamal - kho4 phu). Khoa chit ki ding dé tao
chit ki s6, va né ciing thu thap cac chit ki ctia nhiing ngudi khac di xac nhin danh tinh
ctia ban. Khoa ma hoa dung d€ giai ma tai liéu dudc ma hod. Kich thudc khod mic dinh
1a 1024 bit di dung trong phan 16n trudng hdp (ngay ca véi chif ki EIGamal). Kich thudc
khod DSA 13 t 512 dén 1024 bit, con khoa ElGamal c6 thé dung véi bAt ki kich thudc
nao. Véi loai cip khoa DSA va ElGamal, néu kich thudc dua ra 16n hon 1024 bit thi khoa
DSA van c6 kich thude 1a 1024, con khoa ElGamal s& c6 kich thudc dude yéu cau. Vé
thoi gian hét hiéu luc, thong thudng chit ki dude dung subt doi (d€ tiép tuc st dung cac
tai liéu da ki), con khod phu ma hoa thi dudc thay ddi dinh ki (d€ ting tinh bdo mat cho
tai lidu). Cén cude nguoi ding (user ID) can dudc cung cip dé tao lién hé giita khod véi
ngudi thuc va cum tw vieot (passphrase) dudce dung dé bao vé khod ca nhan. Cum tir vuot
khong bi gidi han sb ki tu va c6 thé chiia khodng tring. D& phat sinh cip khoa, GnuPG
can thu thip cac bit ngiu nhién qua hoat dong ctia mdy tinh; do dé c6 thé thic ddy qua
trinh nay bang cich gd vai ki tu ngiu nhién vao ban phim.

5 Xuat, nhép va trao déi khoa

5.1 Nhap xau khoa da co6

Trudng hdp nay gip khi can diing bd xau khoa trén nhiéu may tinh.

gpg —--import /dudng/din/secring.pgp

dé€ nhap xau khod c4 nhan. Va rat ¢6 thé s& can nhap xau khoa cong cong:
gpg ——import /dudng/dan/pubring.pgp

Ngoai ra, cling c6 thé nhap ting khoa thay vi nhip ca xau khoa.

Tuy nhién, viéc nhap khod hay xau khoa khong phai 1a gidi phap tot néu thao tic trén
mdy tinh khdng phai ctia chinh ngudi ding. Khi dé, c¢6 thé chép cac xau khoa vao thiét bi
luu trif ngoai (dia mém, CD,...) va truc tiép ding ching bang cic tuy chon ——keyring
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xau_khoda_céng_céng hoic ——secret-keyring xau_khoa_ca_nhan (c6 thé thém
tuy chon ——no-default-keyring dé khdng ding cic xau khoa mic dinh). Néu khong
ghi r5 dudng dan cho cic xau kho4 thi chiing s& dudc tim trong thu muc nha (~/ . gnupg
néu khéng ding ——homedir).

5.2 Cong bd khoa cong cong
gpg —-output mypubkey.gpg —-—-export uid

s& xuit ra khod cong cdng & dang nhi phan. uid c6 thé 12 Real Name hoic dia chi email
¢6 & cin cude ngudi dung hodc 8 ki tu cudi cling ctia diu vAn tay (viét lién, c6 thé thém
0x phia trudc).

Dé€ thuén tién cho viéc trao d6i qua email hodc xuét ban trén web, khod cong cong cd thé
dudc boc 16p vo ASCII. Néi chung, bt cit cac két qua xuit nao tit GnuPG (khoa, tai lidu
ma hod, chit ki) ciing déu c6 thé boc 16p vé ASCII véi tuy chon ——armor.

gpg ——armor --output mypubkey.txt —-—-export myname

Tap tin mypubkey.txt c6 dang

Version: GnuPG v1.2.4 (GNU/Linux)

Chép toan bd ndi dung tap tin nay, gdm ca cic dong bit dau véi "—-———— " vao trang web
hoiic ndi dung email dé cong bd khoa cong cong.

Luu y: C6 thé xut khoa c4 nhan theo cach nay, vii tuy chon ——export-secret—keys
thay vi ——export. Khi cong bd khoa, can kiém tra dong dau tién chita chit PUBLIC hay
PRIVATE va di nhién khong cong bd khoa ca nhén.

5.3 Nhap moét khoa cong cong
gpg ——import pubkey

pubkey 12 khod cdng cdng can nhip, c6 thé 6 dang nhi phan hodc ASCII. Véi khoa dang
ASCIIL, GnuPG chi doc nhiing dong nam trong khoi tao bdi BEGIN PGP PUBLIC KEY
BLOCK va END PGP PUBLIC KEY BLOCK.

Mot khi khoa dudc nhép, nd can phai dudc xdc thue (validated).
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gpg ——edit-key uid

s& vao ché d6 dong 1énh ndi tai (uid c6 thé 13 Real Name hodc dia chi email trong cin
cude nguoi dung cua khoa vua nhap):

Command>

Nén kiém tra ddi chiéu diu van tay ctia khoa (Iénh fpr) véi ngudi chi trudce khi ki (1énh
sign) khod d€ xac thuc. Khoa di ki c6 thé dudc kiém tra (1énh check) dé liét ké cac chit
ki ¢6 trén nd — mbi cin cude ngudi ding cé mot hodc nhieu chit ki tu than (self-signature)
va mdt chit ki cho mbi ngudi da xac thuc khoa.

6 Ma hoa va giai ma tai liéu

Trudng hop nay ding khoa cong cong dé ma hoa va ding khoa ca nhan dé gidi ma.
Tuy chon ——encrypt dudc ding d€ ma hoa tai lidu.

gpg —-output doc.gpg —-—-encrypt —--recipient uid doc

Tai liéu can ma hoa 1a doc va tai liéu xuat di dudc ma hoa 13 doc.gpg; —-recipient
chi dinh khoa cong cdng dudc ding, c6 thé ding nhiéu —-recipient.

Giai ma tai li€u véi tuy chon —-decrypt.

gpg ——-output doc —--decrypt doc.gpg

Qua trinh nay dung kho4 c4 nhin va can nhip cum tf vuot.

DE gidi ma tai liéu v6i xau khoa bén ngoai:

gpg ——-secret-keyring x&du_khod -output doc -decrypt doc.gpg

Tai lidu ciing c¢6 thé dudc mi hoa ma khdng can khoa cong cong, dude dung khi mudn
bao mat tai li€u.

gpg —-output doc.gpg ——-symmetric doc
Enter passphrase:

Cum tu vudt ¢ day nén khac véi tu vudt dung bao vé khoa ca nhan.

7 Tao va xac nhan chu ki

Trong trudng hop nay, chit ki dudc tao tit khod ca nhan va dudc xac nhin bing khoa cong
cdng tuong Ung.
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7.1 Tao tai liéu nhi phan
gpg —-output doc.sig —--sign doc

Tai liéu doc s& dude nén trude khi ki va két qua xuét doc.sig 6 dang nhi phén.
MOt tai lidu da dude ki c6 thé dude kiém tra chit ki (--verify) hodc via kiém tra chit
ki va vua khoi phuc tai liéu (--decrypt).

gpg —-output doc —--decrypt doc.sig

7.2 Tao tai liéu clearsigned

Thudng thong diép email khéng can (va ciing khong dudc mong mudn) nén khi ki. Tuy
chon ——clearsign géi tai liu trong chif ki dang ASCII ma khong thay déi tai liéu.

gpg —-clearsign doc

s€ dudc tap tin doc.asc c6 dang

Hash: SHA1

Version: GnuPG v1.2.4 (GNU/Linux)

iD8DBQFByvVLH4+iEI365Zg8RAMIEAKCDEV6WDG JETrWNDAmmmHANmM2 r /2QwCg0+M+
Q05/YuY1QonM50WUDVNfGAg=
=DnKK

Diing tuy chon ——verify dé xac nhan chif ki.

7.3 Chw ki tach roi
Chit ki va tai liéu tach rdi nhau, nhd dé khdng can phai khdi phuc tai liéu da dugc ki.
gpg —-output doc.sig —-detach-sig doc

Viéc xac nhan chi ki can ca tai liéu va chit ki tach roi.
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gpg —--verify doc.sig doc

7.4 Cung lic ma hoa va ki tai liéu

gpg —-sear uid doc

véi s: sign, e: encrypt, a: armor, va r: recipient. Bo tuy chon a néu mudn tao tip tin nhi
phan.

8 Quan li khoa

8.1 Thao tac trén xau khoa
Trén xau khoa cong cdng (~/ .gnupg/pubring.gpg):
gpg ——-list-keys

liét ké cac khoa
gpg —-list-sigs

nhu --11ist-keys, nhung kem cac chit ki
gpg ——fingerprint

nht --11ist-keys, nhung kém cac diu vén tay
gpg —--delete-key uid

xoa khoa khoi xau khoa.
Trén xau khoa ca nhan (~/ .gnupg/secring.gpg):
gpg ——list-secret-keys

liét ké cac khoa
gpg ——-delete-secret-key uid

xoa khoa khoi xau khoa ca nhan va cong cong.

C6 thé thém tham so uid vao cac 1énh liét ké néu trén dé xem khoa cuta riéng uid do.
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8.2 Thao tac trén khoa

8.2.1 Xem cap khoa
gpg —-—edit-key uid

hién thi khod cong cong cho dii khoa ¢ nhin c¢6 hay khong. Cot dau tién cho biét loai
khoa (pub: khoa cong cong chinh (public master signing key), sub: khoa cong cong phu
(public subordinate key)). Cot th hai cho biét chiéu dai bit, loai (D: khoa DSA, g: khoa
ElGamal chi ding ma ho4, va G: khoa ElGamal c6 thé ding cho ma hoa va ki), va ID
ctia khod. Cot thi ba va thit tu cho biét ngdy tao va ngay hét han ciia khoa. Tiép theo céc
khoa la danh sach can cudc nguoi dung.

Lénh toggle chuyén qua lai giita khoa cong cong va khoa ca nhén, néu ca hai cing c6
mit. Thong tin 6 khod c4 nhan dudc hién thi tuong tu nhu 6 khoa cdng cong. Tit sec cho
biét kho c4 nhan chinh (private master signing key) va sbb cho biét khod c4 nhan phu
(private subordinate key).

8.2.2 Thém va xo4 thanh phan ciia khoa

Thém cdn cudc nguoi ding: adduid, c6 ich khi can nhiéu cin cudc, thi du cin cude
riéng cho ndi lam viéc, cho hoat dong xa hdi, cho gia dinh,...

Thém khod phu (subkey): addkey. Céan cudc nguoi dung di kém khoa cong cOng chinh
dudc ngudi lién hé bén kia xéac thuc, va ho can tai xdc nhan mdi khi khod chinh thay
d6i. Viéc nay sé kho khin va ton thdi gian néu ngudi dung lién lac véi nhidu ngudi khac.
Dinh ki thay d6i khoa phu 1a diéu t6t, vi néu mot khoa bi pha thi chi nhiing tai liéu ma
hoa véi khoa d6 bi 10.

Xod cdn cudc nguoi ding va khod phu: deluid va delkey. Truéc d6 can chon cin
cudc hoic khoa phu mubn thao tac (Iénh uid hodc key <sb thu tu ciia cén cudc
hodc khod phu>). Xoa cdc thanh phan ctia khod d€ b nhiing théng tin khong can thiét
khoi khoa cong cong ciia ngudi khéc thi tot, nhung c6 thé khong hay khi xo4 ching tir
chinh khod ctia minh, vi khi ngudi khac cip nhat khoa céng cdng mdi, thong tin s& dudc
tron 1an va anh ta van giit khod ma ngudi kia di xoa. D€ cap nhat ding cach, anh ta phai
x04 phién ban khoa cii va nhap phién ban méi. P6 1a ganh nang cho anh ta. Vi vay, khi
cap nhit khoa ctia chinh minh ngudi dung nén thu hdi cdc thanh phan khoa thay vi xo4
chung.

8.2.3 Thu hoi cac thanh phan cia khoa

Thu hoi khod phu véi 1énh revkey sau khi chon khoa phu can thao tic.
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Thu hdi cin cudc ngudi dung bang cach thu hoi chif ki tu than (self-signature) trén cin
cude ngudi ding d6. Chit ki dudc thu hdi bang 1énh revsig, s& c¢6 diu nhic dé quyét
dinh nhiing chi ki nao can thu hoi. Lénh check liét ké nhiing chit ki nao da bi thu hoi.
8.2.4 Cip nhat thdi gian hét hiéu luc

Cép nhat thoi gian hét hiéu luc (expiration time) ctia mot kho bang 1énh expire. Néu
khong chon khoa nao thi khoa chinh s€ dudc cap nhat.

8.2.5 Xac thuc khoa

Phén 5.3 dé cap viéc xéc thuc ting khod, cach nay s& kho khin néu cé sb luong 16n khoa
can xac thuc. GnuPG gidi quyét van dé nay v6i mang ludi tin tudng (web of trust), & d6
viéc xac thuc mot khoa céng cong dudc uy thac cho nhiing ngudi dudce tin tudng (danh
gia qua lénh trust).

8.3 Tao chiing chi thu hoi
Chiing chi thu hoi nén dudc tao ngay lap tic sau khi tao cip khoa.

gpg ——-output revoke.asc ——-gen-revoke mykey

Chting chi nay c6 thé dudc cong bd d€ bao cho ngudi khic biét khoa céng cong khdng
con dudc su dung. Truong hop nay gap khi ngudi dung quén cum tu vudt, khoa ca nhan
bi mét hoic 19,. ..

Kho4 cong cong bi thu hdi van c6 thé dudc dung dé xic nhan chit ki trong quéa kh,
nhung khong thé dudc ding d€ mi hod théng diép gdi dén ngudi chi. N6 ciing khong
anh hudng dén viéc giai ma théng diép cii néu ngudi ding van con khoa ca nhan.

8.4 Tao khoa cong cong tuw khoa ca nhin
Viéc ndy c6 thé thuc hién tif phién ban GnuPG 1.2.1.

gpgsplit —-no-split —--secret-to-public secret.gpg >publickey.gpg

Trude hét nén xuét khoa c4 nhan va chi tao khod cong cong tit nd; tuy nhién, dung ca
xau khoa ca nhan van dudc.
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8.5 Phén phdi khoa

Khoa c6 thé dudc trao truc tiép gitta ngudi sit dung. Trong thuc t&, khoa thudng dudc gti
qua email, néu sb luong trao ddi it, hodc dit trén mot trang web ca nhan hodc trén may
phuc vu cong cong luu trii chit ki (public key server). Luu trtf chi ki trén key server co
uu diém 12 nhiéu ngudi c6 thé truy cip va lay chit ki ve.

Gui khoa 1én key server:

gpg ——keyserver key_server —--send-keys uid
Goi khoa tif key server hoic kiém tra chif ki méi:

gpg ——keyserver key_server —--recv-keys uid

C6 thé liét ké nhiéu wid cung lic. Nhiéu key server cong cdng cé thé tim thiy & cac tén
mién pgp.net va keyserver.net; dung 1énh "host -la <domain>" hay "dig @<server> axfr
<domain>" d& c6 danh sich mdi nhat. C6 thé dung key server tai www.keyserver.net,
subkeys.pgp.net, pgp.mit.edu,. .. Mot s6 noi ¢ thé giii va 1ay khoa bing giao dién web,
nhu http://keyserver.kjsl.com: 11371/, http://keyserver.kjsl.com/pks/, http://pgp.nic.ad.jp/,. . .
C6 thé dung tuy chon ——search-keys dé tim kiém khoa.

9 Thuat ngw

Public key: khoa cong cong

Private key: khoa ca nhan

Passphrase: cum tu vuot

Validate: xac thuc

Expiration time: thoi gian hét hiéu luc, thoi gian hét han
Web of trust: mang ludi tin tudng

Revocation certificate: chting chi thu hoi

Digital signature: chit ki s6

Self-signature: ch ki tu than

Keyring: xau khoa
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